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Abstract 
 
When individuals use the internet, they generate streams of data collected by many 
organiza�ons including businesses, educa�onal ins�tu�ons, and data brokers. These 
organiza�ons are constant targets of cyber criminals atemp�ng to steal that data to sell it in 
online markets. In this paper I study the effects of the European Union's General Data 
Protec�on Regula�on (GDPR), a policy governing the collec�on and storage of user data, on the 
quan�ty of data available in the illicit market. Using a difference-in-differences design, I find that 
the GDPR caused a 61 percent reduc�on in the number of data breaches adver�sed, but no 
reduc�on in the aggregate amount of data available. Analyzing the contents of the individual 
breaches, I find a nearly 70 percent increase in the amount of data they contain. These results 
suggest that, in response to changes in data collec�on and security prac�ces caused by the 
GDPR, hackers shi�ed their efforts to larger, more data rich targets. 
 


